
Criterion IV – Infrastructure and Learning Resources

4.3 IT Infrastructure

4.3.1 Institution has an IT policy covering wi-fi, cyber security, etc., and allocated budget  for  updating its IT facilities 

Response:

The American College has spent around Rs. One hundred and fifty lakhs towards IT infrastructure development and maintenance during the academic year 2019-2020 alone. It has provided an internet connectivity of 200 Mbps in the Main campus and 60 Mbps in the Satellite campus. There are ten dedicated servers located in the department computer laboratories, DPM library and the Bursar office. They are used for student login management and firewall, database management and accounts maintenance.
	The Internet Service Provider (ISP) is located in the Datacenter from where internet bandwidth is distributed to all buildings that are connected with optical fibre cable (OFC) and alternative redundancy copper cables. Internal network connectivity is established with two special access point tower, one in each campus, HP Procurve & Cisco L1-L2-L3 Gigabyte switches and cat 6 cables. 
	There are more than 47 wifi access points. The connection from the WiFi is monitored and filtered using Fortinet Fortigate 600E USA firewall for students’ access. The policies in the firewall is implemented on the following categories
· Admin Users - Has no restriction. (for College Officials and network administrators)
· Faculty Users - Has no restriction. (for Faculties and Other staffs)
· Wifi Users - Restriction is given in such a way that Students can only access educational contents and other websites related to education
Special policies are implemented for computer in Controller of examination’s office for high priority access to college’s website. The college officials have individual network provided by the ISP to prevent data privacy. Office computers are secured by Kaspersky Antivirus.
	There are free internet cafes provided in DPM Library where students, faculties and research scholars can access free connectivity. Seven hundred and forty four computers are provided for students use in twelve department computer laboratories. Thirty eight new softwares have been purchased and installed in these computers for academic and administrative purposes.  One hundred and seventy eight CCTV surveillance cameras are located at prime positions inside college campus hotspots.
[bookmark: page2]	The IT infrastructure is maintained by IT maintenance team headed by System manager. The programmers of the team take care of installing, troubleshooting and maintaining network and computers. The systems manager takes care of the smooth running of network and effective running of servers and computers of the computers. IT manager takes care of the college website and coordinates with website vendor. The students’ attendance management system is managed by programmers.


